
 

What’s New for Users 

• No updates  

What's New in ClearSteth® 

• No updates  

What’s New for Administrators 

• CAT 2 Remediations 

• V-222544 – Minimum Password Lifetime of 24 Hours 

• Adding a “Forgot Password” link to the Admin Tool login screen. 

• Implement minimum password lifetime of 24 hours/1day for DHA Admin Tool 

Login.  

• Admin users will ONLY be able to update their password once in a 24 hour period. 

Note: This is configurable within the server configuration if it needs to be changed 

at any point.  

• Note: As DHA eNcounter users don’t utilize GM password functionality, will only 

be utilized by Admins to reset their password for the eNcounter admin tool. 

• V-222545 – Reset Password every 60 days  

• Enforce maximum password lifetime of 60 days for DHA Admin Tool login. Note: 

This is configurable within the server configuration if it needs to be changed at 

any point. 

• Every 60 days, Admins will be prompted to change their password and will not be 

able to login until they have done so. (as DHA eNcounter users don’t utilize GM 

password functionality, will only be utilized by admins to reset their password) 

• V-222541- At least 8 characters must be changed when password is changed 

• Upon Admin user being prompted to “Change Password” system will now require 

at least 8 characters to be changed from previous password. 

• This is only in effect for “Change Password” flow. It is not possible for “Forgot 

Password” as in this case the user will NOT know what the previous password 

was, and thus cannot change 8 characters.  

• Server Components with Updated Version Numbers:  

• ChangePassword v1.0.1.1 

eNcounterAdmin v1.1.11.2 

eNcounter® 3.6.8. 5 

Release Notes 



eNcounterServer v2.0.10 

PasswordReset v1.0.4.1 
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